Configuration of Virtual Local Area Network (VLAN)

The network configuration will be based on two routers, each of them will allow execution
connections to selected virtual networks. Virtual networks, commonly known as VLANSs, are isolated
local subnets within one network local. The division is made in a programmatic way, and the
functioning of computers in networks virtual is identical to the situation if individual computers were
in a physical one on different local networks. It will be designed to illustrate the practical application
of virtual networks configuration that meets the following assumptions: In one company, | have
three groups of users that we want to allow access to the network, but only within selected groups.
The division into groups is as follows:

e management,
e accounting,
e production workers

The schematic diagram is shown in Figure 1
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Fig. 1. Schematic diagram of the network



VLAN ports can be tagged, also known as trunks, or untagged. Ports tagged ports are used to connect
routers, and untagged ports connect users directly with the selected virtual network. Tagged ports
are physically connected to each other.

Virtual networks are given appropriate identifiers, a range of acceptable values IDs are 0 - 4095.

R1 router configuration

First, let's define the meaning of each interface in the R1 router. You can easily do it using
the comment function. Meaning of individual VLANSs:

e VLAN1O0 - accounting
e VLAN20 - board
e VLAN3O - production workers

Interface List =B
Interface | iterface Lit  Ethemet EolP Tunnel IP Tunnel GRE Tunnel WVLAN VRRP Bondng LTE
+~ #| % | T| Detectitemet
Name Type Achual MTU [L2ZMTU | Tx Rx Tx Packet fp/s) *
o WAN
R @ etherl Ethemet 1500 20.3 kbps 2.1kbps
o VLANTD
R @ ether2 Ethemet 1500 Obps Obps
i VLAN2D
A etherd Ethamet 1500 Dbps Dbps
= TRUNK
R % etherd Ethemet 1500 Obps Obps
L *
4items (1 selected)

We create a bridge called LAN:



Admin. MAC Addree- |

Name: | LAN | Cancel
Bndnelv-u Poet B . S | —
S e
CElE G - - —
[eme 2 (o Actust MTU | —| [ Dbl | [RePacetp [
L2 MTU:| || e
MAC Address: ] Copy
e [s] | Remove |
ARP Timeout: -
-'

Ageing Time: | 00:05:00 ]

" IGMF Snecging
|| DHCP Snooping

| Fast Forward
. [+

Then we go back to the interfaces, and select the VLAN tab. We add a new interface, na the
beginning of the vlan that will be used for management - vlan_mgmt. As the interface we
choose before LAN bridge created. We set the VLAN ID according to the name to 100.

Interface List [=](E3
Inteface  Inteface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel M‘mh«m LTE

CEIEEIEH o

/ | Type [MTU  [Actal MTU [L2MTU [Tx Rx TkPiv

General | Loop Protect  Status  Traffic
Name: [vian100_mgmt |
Type: [VLAN |
MTU: 1500 |
Actual MTU: | |
|
|

L2 MTU: |
MAC Address: |

ARP: |enabled [=]

o] ARP Timeout: | | -

Ditems out of 5

VLAN ID: 100 |
Intedface: [N | # |
|| Use Service Tag




Similarly, we create VLAN10, VLAN20 and VLAN30.

Interface List
Imeface Inteface List FEthemet EolP Tunnel 1P Tunnel GRE Tunnel  VLAN | VRRF Bonding LTE

][]
| Name ‘| Type [MTU  [Actia MTU [L2 MTU [Tx R |Txfw

R ghvianid WLAN 1500 1500 65531 Obps Obps

R &9 vian20 WLAN 1500 1500 65531 Obps Obps

R @ vlan3D WLAN 1500 1500 65531 Obps Okbps

R & vian100_momt  WLAN 1500 1500 65531 Obps Obps

+ [ [*

4items out of 9

We set IP addresses for individual VLANs. For simplicity, we assume that the third octet of the

address will match the VLAN name (menu: IP / Addresses). You must provide the IP address along
with net mask.

Address List

# =] [l] [a] [v]

|Mdress ’ |Ne¢work Interface |‘f
2 1010001424 10.10.10.0 wlan10
= 1010201424 10.10.20.0 vian20

= 1001030124 10.10.30.0 wian3l

= 1010.100.1/24 10.10.100 .0 wian 100_mgmt

O < 152.168.1.236/24  182.1681.0 etherl

5 items

Then we configure DHCP servers for three groups of users, the management network we will

configure manually (menu: IP / DHCP Server). It is worth remembering to set it correctly
network mask for each server.



DHCP Server [=]|E3

#=](a][v]

|Gat [DNS Servers |Doman  [WINS Severs [ Next Server| |=
10.10.10.0/24 10.10.10.1
10.10.20.0/24 10.10.20.1
1030024 0i0300 I N

Address: [10.10.30.0/24 oK
Geteway: 1010301 |
Metmask: [24] |
[] Na DNS

DNS Servers:

L]

1

g
1
§

4 4 4 4 44

WINS Servers: |
NTPSeves:| |
il s [T —

NetSever | |
Boot Fie Mame:

!

4 4 A

k

DHCP‘M|W|W‘WS&B|WGM‘M|

EE @ ' DHCP Conig || DHCP Sstup Find

|Name - ||r|tchaoe ‘Hﬁlay |Leasc Time: ‘Mdm Foal ‘.Fdd AR.. | |'F
dhcp_ksiegowosc  wlan 10 00:10:00 dhecp_pooll no i
dhep_pracownicy  wlan30 00:10:000 dhep_poolZ no
dhep_zarzad wlan20 00:10:000 dhep_poall no

Iitems

Add VLANSs to the bridge (Menu: Bridge / VLANSs tab). We start with VLAN100 which will be it was
used to connect to another router, so set as a tagged LAN bridge and ether4 port.

Bidgs Pots | FotStensins VLAMs | ST PotMSTOvemdes Fders NAT Hosts DS
8][=] 15 ) 7

Bridge + |VLAN IDs |Cument Tagged Currert Untagged |+
0




Bridge =\E3
Brge Pots PotSesdons VAN | MSTle PoaMSTOvemdss Fhew NAT Homs MDE

#[=) sl el 7 oz
|idze

+ |WLAN IDs |Cument Tagged Current Uintagged |-
i

LAN

Mew Bridge WVLAN

We add another VLAN, as before, with the difference that we want it additionally on the port ether2
was available communication for accounting, so we mark this port as Untagged.

Bridge [=][E3
Bidge Pots PotBdensons VLANS MSTis For MSTOvemdes Fites NAT Hosis MDB

[#][=] [#][] [a] [7] Find
Endge

/ |VLAM |De Cument Tagged Current Uintagged b

LAN 100

Bridge: [LAN [=| oKk |

VLAN IDs: |10 +
Taggnd:|L.iN "' ]
i
-
*

2itams (1 selactad)

Similarly, we configure the remaining VLANSs:



Bridge : - - . [=|E3
Brdge Pots Port Bxensons VLANe | MSTIs Pot MSTOvemdes Fters NAT Hosts MDB
#]= [#][x [ [7

ﬁ * WLAN IDs Curut'l'ﬁ &muiw -

LAN 100
Bridge: |LAN [[#] | oK
VLAN IDs: [20 | & Cancel
Tagged: etherd | &
R e A ]
—|IaN Disable
Cumert Tagged: =therl WAN
Curent Untagged: E= - I
ame_ TRUNK]
vian1
e
2items (1 selected) o200 mant

I -

For VLAN30, we don't want to use it on R1, so we only add the port trunk:

Bridge [=1{E3
Bidge Pots Port Exdensions VLANs | MSTis | Pot MST Overides  Fiters NAT Hosts MDA

%= [«ll% O] 7] Find
Biidge

* WLAN IDs Cument Tagged Cumert Uritagged -

LAN 100

Go to the Bridge / Ports tab and add the trunk port at the beginning:



Bidge (=13
Bdge Pots Pot Etensions VLANs MSTls Pot MSTOvemdes Fters NAT Hosts MDB

#][=] v Fird

[# ]  intefacs | Bridge |Horizon | Trusted |Prorty .. | Path Cost |Role |Root Pat... |-
Gt 512 W S
Interface: [T N+ |
Bridga: |LAN (%] fonly
Hutizm‘.l |v IT‘
e =
[w] Unknown Unicast Flood
Copy
= =
|v| Broadcast Food
[] Trusted
|| Hardware Offload

OQitems
[] Trusted
Muticast Router: | Temporary Guery [E3]
[ Fast Leave
enabled |nactive [Fw. Offload

Then we add another ether2 interface and we want it to be in VLAN10:

Bridge [=]{ET
Buge Pofs | Port Exensons  VLAN | NSTls  Port MST Overides | Fers  NAT | Hosts  MDB

[#l[=] [#][=] [e] [7]
Tnl [intedace Bridge

|Horizan  Trusted |Priority fh... Path Cost |Role |Roct Pat... | -

fall contains all intedace

Brdge: iy emic contains dynamic interfaces | Foply |

ather] WAN
Harizon: Disable

etherd WLANZ

Leam: atherd TF!UhK| TR |
none contans no interface
static contains static intedfaces | Copy |
wlan10
vlan20 | Remove |
vlan30
wlar100_mgmt
T TTOE

1 fem ¥ Hardware Offioad
|| Trusted
Mutiicast Router- | Temporary Query =]

| Fast Leave




Bridge [=]|E3
Bidge Pots PodBxtessons VLANs MSTs PotMSTOverdss Fies NAT Hoss MDB

EE:ID@E

nterface | Bridge |Horizon | Trusted |Priority (h... |Path Cost | Role Root Pat... -

General STP VLAN | Status
PVID: [10
Frame Types: admit al
[ Ingress Fitering
[ Tag Stacking

We do the same with the ether3 interface (VLAN20). Finally, we go back to the Bridge tab, and select
our bridge by going to the VLAN tab. We check the "VLAN Filtering" option and we can consider that
the R1 router is configured.

R2 router configuration

We start with the configuration of the interfaces, first we add a description to individual ports:

terfoce | ntedace Lst Bhemet EolP Tumnel 1P Tumnel GRETumel VLAN VRRP Bondng LTE

#-| =] [vl[% @] 7] osect reme oo}

/ Type Actual MTU |2 MTU |Tx Rx Tx Packet (p/s) B

i VLANTO

R @ ether2 Ethemet 1500 Obps Obps 1]
i VLAN20

R @ etherd Ethemet 1500 Obps Obps 1]
o VLAN30

R @ etherd Ethemet 1500 Obps Obps 0

4 tems (1 selected)

We create a bridge without assigning ports:



O] =
Geeel | STP VLAN | Stans | Traffic
-
Tyoe: Bridge Apcky
o . -
Actuzl MTU: _m bicot (p/a) | R Packet pa)  FF T [FF R |-
L2 MTL:
ARP: [enabled [#] | Remove |
-,
Bdmin, MAC Addreas:
Ageing Time; | D0:05:00
| IGMP Snooping
| DHCP Snoeging
¥ Fas Forward
+ I IC
Diemscd ol 4

Go to the Interfaces tab and add VLANSs, the configuration must be compatible with the settings of
the R1 router. It is important to configure the interface before enabling the filtering option managing
VLAN_mgmt - for each VLAN we set the LAN bridge interface.

inteface nteface it Bhemet | EolP Tuwnel P Tumel GRETumel VLAN | VRRP | Bondng LTE

[#][=] [][s¢] 2
e =
2lvi2n100_mg |
Type: [VLAN | | Apply
MTU: [1500 |
Actual MTU: | |
L2 MTU: | |
ARP: [ensbled |# i
ARP Timeout: | | >
VLAN ID: [100 |
o] Interface: | LAN =]
0 tems out of 5 [] Use Service Tag

unning slave



Interface List

Inteface  Inteface it Fthemet EolP Tunmel 1P Tunnel GRE Tunnel VLAN | VRRP  Bondng LTE
CElERE ]
Mame ¢ | Type MTU  |Acual MTU [L2MTU [Tx [Re Tx Packet p/s) |~

i-: ksiegowosc

R @i vianl0 VLAN 1500 1500 65531 Obps Dbps 0
= zarzad

R 4 vian20 VLAN 1500 1500 65531 Obps Obps 0
i pracownicy

R @l vian30 VLAN 1500 1500 5531 Obps Dbps 0
R 4 vian100_mgmt WLAN 1500 1500 65531 Obps Dbps 0
L] ] *
4 items out of 9

We set the IP address of the management interface (menu: IP / Addresses):

=] [A]f] [a] [7]

IMdress / |Neh\lcrk ||r|terface

New Address

Address: | 10.10.100.2/24 | 0K
I L pa——
Interface: | vlan100_mgmt Ed
W[5
ethar TRUNK] :
ether? yLaN1n — Disable
etherd VLANZ(
etherd yLanzg|  Comment
vlan10 ksiegowosc
| cow |

vlan20 zarzad

enabled

Ditems

Go to the Bridge function and the VLANSs tab and configure in turn:

e vlan100

MNew Bridge

Bidge: [T ¥ [ ok |

VLAN IDs: [100 s Cancel
Taagged: |etherl |i| 5 Aeply
bw 5]+

T e P

Comment
Curert Togeed:[ ]
Coj
R

Remove

enabled




VLAN10

VLANZ20

VLAN30

Bridge: | LAN (=] oK
VLAN IDs: [10 * [ cameel |
e I
et [3]%
\rtaggod: ETTEN ¥ $
ComerniTogged: |
Coy
e ] =
enabled

Bridae: | LAN
vaNDs20 ]

Tagged: |LAN ¥
Urtagged: |etherd ¥

* 0 0 04

[«] [«] [«]

Cutert Tagged: [ ]
Curert Untegged | |

enabled

Bridge: [ LAN E3) oK
VLAN IDs: [30 H]
Tagged: [LAM |i| *
s
Untagged: |—| =

Comment
e g [ ||

Go to the Bridge / Ports tab and add:



New Bridge Port

General |STP VLAN  Status

inteface: [EE I ~ | Cancel
Biidge: [LAN [E3 Apply
oz | v | [ e |
Leam: [auto |+]

Urknown Uricast Flood
Unknown Mutticast Foed
Broadcast Flood

[ Trusted

Hardware Offload

Comment

py

Remowe

[] Trusted
Mutticast Router: |Ternpovary Guery || $|
|| Fast Leave
|enabled |inacti\.re |

In the next ports, you still need to set the appropriate VLAN:

MNew Bridge Port

General | STP  VLAN = Status
erface:
Bridge: | LAN %] Apply [
Horion: | > | [ osabe |
e =
Unknown Unicast Aood
Unknown Mutticast Floeod
Broadcast Food
[ Trusted
Hardware Offload
[ Trusted
Multicast Router: |Tempor:|r)' Query || ¥ |
[ Fast Leave -
||enabled |inac:ti\.-e |




Mew Bridge Port

General | STP VLAN | Statie
[ |
Frame Types: |admit all || * | Apply [
Ingress Filterin
B
["] Tag Stacking
|enab|ed |inadi\re | =

Bridge Fors | Port Bdensions  WLANs MSTls  Pot MST Ovemdes Fiters NAT Hosts MOB

EI|E ][] [o]

| Interface | Bricge |Horizon | Trusted |Pricity ... |Path Cost |Rlole |Root Pat...
LAN no

] & ether! 80 10 desigrated port
1 & ether? LAN no 80 10 designated port
2 B etherl LAN o 20 10 designated port
3 & ethzrd LAN ma 80 10 designated port

4 items

and enable packet filtering over the bridge:

Bridge | Pots Port Bdensions VLAMs MSTls  Pot MST Ovemides  Fiters NAT  Hosts MDB

[#][=| [+][x] [a] [¥] [ Stwer

|Name /| Type LZMTU |Tx
R &LAN Bridae 65535
Interface <LAN=

General STP  VLAN ‘ﬁtalus Traffic

WLAN Fitaring
EtherType: |2x2100
PVID: |1

Frame Twpss: |admit all

[ Ingress Fitering

1 item oy




